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7 JAN 1987

MEMORANDUM FOR: Chairman, Interagency Group/Countermeasures (P)

FROM:

Chairman, Personnel Security Committee (PSC)
SUBJECT: ISO0 Participation in the PSC
REFERENCE: Memorandum from D/ISOO dated 2 December 1986

regarding PSC Charter.

1. The Director, Information Security Oversight Office has
recommended changes to the PSC and Security Awareness and
Education Subcommittee (SAES) charters. I agree with
Mr. Garfinkel's recommendations except that I see no operant
distinction between an "observer that may participate" and a
member as the PSC operates by general consensus, not by
voting. I recommend that ISOO be added as a member. It is
requested that you approve the following amendments:

° To section 4.c. of the PSC Charter, add at end, "and
the Information Security Oversight Office."

° In the GENERAL section of the SAES Charter, delete
the word "classified."

2. For convenience, I have attached revised versions of
appropriate pages of the charters which, if approved, may be
distributed at the next IG/CM(P) meeting.

Attachment

APPROVED:

. DATE

Chairman, IG/CM(P)

0S 6 2265
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CHARTER

SECURITY AWARENESS AND EDUCATION SUBCOMMITTEE

Personnel Security Committee, IG/CM(P)

A Security Awareness and Education Subcommittee [SAES] is

established under the Personnel Security Committee [PSC] of the
Interagency Group/Countermeasures (Policy) [IG/CM(P)].

GENERAL

The goal of security awareness and education is to

strengthen security by increasing the knowledge and motivation
of individuals having responsibility for the protection of
national security information.

DEFINITIONS
1. Awareness:

°® the understanding that there is an unrelenting hostile
threat to informaticn which is sensitive and critical to
national security;

° the conviction that security measures are necessary and
deserving of support and strict compliance; and

° the understanding that effective security requires
active participation among security officials, all cleared
personnel, and their coworkers, superviscrs and managers.

Education

° to properly train those who conduct security education
and awareness programs:; and

°® to provide those having access to classified information
with necessary kncwledge of protective security procedures.

Page 1 of SAES Charter
Amended January 1987
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b. Recommend and/or evaluate standards, criteria, and/or
guidelines.,

c. Recommend/Develop/Sponsor, as appropriate, training and
professionalism programs for personnel security officers
and those involved in security education.

d. Sponsor or coordinate specialized studies, research,
and reports on matters of common concern.

RESPONSIBILITIES

a. PSC member agencies will furnish to the PSC, to the
extent practicable or as deemed appropriate by the agency
concerned, data as needed for use in reports and research.

b. The PSC will honor the need-to-know restrictions of
member agencies which furnish sensitive information in
support of any of the PSC functions. To this end, the PSC

structure will accommodate executive sessions, limited
disseminations, sanitization or any other mechanisms which
allow the sensitive information to be used without
jeopardizing sensitive programs.

COMPOSITION AND ORGANIZATION

a. The PSC Chairman will be appointed by the IG/CM(P)
Chairman, subject to the concurrence of the Chairman,
SIG-I, for a term of three years, based on nominations from
member agencies. Should a vacancy occur, the IG/CM(P)
Chairman will call for new nominations from member
agencies. The Committee Chairman must be a senior line
manager from an agency with a significant equity
involvement in PSC functions.

b. PSC members will also be senior 'line managers.

c. The PSC will consist of one representative of each of
the following: Air Force; Army; Attorney General; CIA;
Deputy Secretary of Defense; Director, Defense Intelligence
Agency; Department of Energy; Director, FBI; Chairman,
Joint Chiefs of Staff; Department of Justice; Marine Corps;
Assistant to the President for National Security Affairs;
Director, National Security Agency; Navy; Office of
Personnel Management; Deputy Secretary of State; Department
of the Treasury; and Information Security Oversight Office.

Page 2 of PSC Charter
Amended January 1987
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Information Security Oversight Office
Washington, DC 20405

0S REGISTRY
05 DEC .5

6= 11ZK
December 2, 1986

MEMORANDUM FOR:

IG/CM(P) Personnel Security Committee

FROM: Steven Garfinkel ﬁﬂo~j€——4L“——’<:
Director, Information/¥ecurity Oveksight Office

SUBJECT: PSC Charter

The Information Security Oversight Office (ISOO) has
reviewed the draft charters of the IG/CM(P) Personnel Security
Committee (PSC) and its Security Awareness and Education Sub-
committee (SAES). 1ISOO endorses the charters generally.

There are two changes, however, that we believe should be
made. First, in the PSC charter, we suggest that ISOO be listed
in section 4.c. as an observer that may participate in the
deliberations of the Committee. Second, in the SAES charter, we
recommend the deletion of the word "classified" as a modifier of
"national security information" in the "General" section on
page one. By definition, national security information relates
solely to information that is classified pursuant to Executive
Order 12356 or predecessor orders. It is our view that use of
the modifier "classified” in this context will result in unnec-
essary confusion.
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